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Perceptions  of  Randomized  Security  Schedules 

Nicholas  Scurich1,2*  and  Richard  S.  John3,4 


Security  of  infrastructure  is  a  major  concern.  Traditional  security  schedules  are  unable  to 
provide  omnipresent  coverage;  consequently,  adversaries  can  exploit  predictable  vulnerabili¬ 
ties  to  their  advantage.  Randomized  security  schedules,  which  randomly  deploy  security  mea¬ 
sures,  overcome  these  limitations,  but  public  perceptions  of  such  schedules  have  not  been 
examined.  In  this  experiment,  participants  were  asked  to  make  a  choice  between  attending 
a  venue  that  employed  a  traditional  (i.e.,  search  everyone)  or  a  random  (i.e.,  a  probability 
of  being  searched)  security  schedule.  The  absolute  probability  of  detecting  contraband  was 
manipulated  (i.e.,  1/10,  1/4,  1/2)  but  equivalent  between  the  two  schedule  types.  In  general, 
participants  were  indifferent  to  either  security  schedule,  regardless  of  the  probability  of  de¬ 
tection.  The  randomized  schedule  was  deemed  more  convenient,  but  the  traditional  schedule 
was  considered  fairer  and  safer.  There  were  no  differences  between  traditional  and  random 
schedule  in  terms  of  perceived  effectiveness  or  deterrence.  Policy  implications  for  the  imple¬ 
mentation  and  utilization  of  randomized  schedules  are  discussed. 
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1.  INTRODUCTION 

The  threat  of  terrorism  constitutes  a  major  soci¬ 
etal  concern.*1,2*  The  attacks  on  September  11,  2001 
invigorated  efforts  to  protect  national  infrastructure, 
including  historical  landmarks,  places  of  political  or 
economic  importance,  power  generation  facilities, 
and  airports.*3^  Traditional  wisdom  is  that  security 
measures  ought  to  be  omnipresent.  At  an  airport,  for 
example,  this  would  entail  monitoring  all  entrances, 
inbound  traffic,  and  persons.  However,  limited  re¬ 
sources  realistically  preclude  this  possibility.  As  a  re- 
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suit,  adversaries  can  observe  security  arrangements 
over  time,  and  exploit  any  predictable  vulnerabilities 
to  their  advantage. 

One  way  to  countervail  this  type  of  exploita¬ 
tion  is  to  use  a  randomized  security  schedule.  The 
Los  Angeles  International  Airport  (LAX)  has  im¬ 
plemented  such  an  approach,  which  uses  a  computer 
program  to  create  a  schedule  that  determines  what, 
where,  and  when  certain  security  measures  will  be 
deployed.*4*  For  example,  police  canine  units  might 
be  deployed  to  terminals  1,  3,  and  5  on  one  day, 
and  terminals  2,  4,  and  6  the  next  day.  Similarly,  ve¬ 
hicular  checkpoints  might  be  implemented  between 
8  a.m.  and  10  a.m.  on  one  day  and  1  p.m.  and  4  p.m. 
the  next  day.  This  same  approach  could  be  used  to 
select  passengers  to  be  subjected  to  heightened  lev¬ 
els  of  scrutiny  and  search.*4*  The  unpredictability  of 
the  schedule  makes  it  exceedingly  difficult  for  adver¬ 
saries  to  discern  an  exploitable  pattern.*5* 

Randomization  algorithms  are  based  on  a  game- 
theoretic  solution  to  a  Bayesian  Stackelberg  game.  In 
brief,  a  Stackelberg  game  allows  one  to  model  inter¬ 
actions  between  a  defender  (e.g.,  security  forces)  and 
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an  attacker  (e.g.,  an  adversary),  both  of  whom  (1) 
pursue  self-interests  and  (2)  are  intelligent  players. 
The  attacker  (follower)  is  assumed  to  have  perfect 
knowledge  of  the  defender  (leader)  strategy,  as  de¬ 
fined  by  the  probability  distribution  that  the  defender 
will  guard  each  of  the  possible  targets.  Furthermore, 
both  the  attacker  and  defender  are  assumed  to  have 
perfect  knowledge  of  the  payoff  matrix  of  utilities  to 
both  sides  for  both  successful  and  unsuccessful  at¬ 
tacks  on  any  given  target.  In  general,  the  payoff  ma¬ 
trix  is  not  assumed  to  be  zero  sum.  The  Stackelberg 
solution  dictates  the  optimal  course  of  action  for  the 
defender  and  the  attacker  in  the  sense  that  any  devi¬ 
ation  will  result  in  a  lower  expected  value  for  the  side 
that  defects.  In  the  present  context,  the  key  aspect  of 
the  algorithm  is  to  specify  the  probability  distribution 
for  guarding  particular  targets  that  maximizes  the  ex¬ 
pected  utility  of  the  defender.  In  the  standard  formu¬ 
lation,  the  attacker  adversary  is  assumed  to  be  a  ra¬ 
tional  agent  wanting  to  maximize  expected  utility. 

Although  there  are  theoretical  advantages  to 
randomized  security  strategies,  and  they  have  been 
implemented  in  several  major  areas,  there  has  been 
no  research  evaluating  the  public’s  perception  of 
such  measures.  Public  perceptions  are  relevant  for 
several  reasons.  First,  the  public  is  the  primary  stake¬ 
holder  group  that  drives  public  policy  formulation. 
Even  sound,  scientifically  informed  policy  will  be  es¬ 
chewed  if  the  public  detests  it.  Second,  and  perhaps 
more  importantly,  the  public  must  believe  that  the 
measures  do  in  fact  promote  security.  Mistrust  of  se¬ 
curity  could  cause  potential  passengers  to  utilize  al¬ 
ternative  forms  of  transportation,  which  might  ac¬ 
tually  be  more  risky.  For  example,  Gigerenzer*6,7* 
demonstrated  that  the  fear  of  flying  caused  by  the 
attacks  on  September  11,  2001  led  people  to  drive 
instead  of  fly,  and  that  the  number  of  driving  fa¬ 
talities  significantly  increased  as  a  result.  Similarly, 
Su  et  alS 8*  found  evidence  for  a  proximity  effect,  in 
which  traffic  fatalities  increased  significantly  only  in 
the  Northeast  during  the  three  months  following  the 
9/11  attack,  as  well  as  a  significant  increase  in  fatal 
accidents  involving  alcohol  or  drugs  in  the  Northeast 
during  the  last  three  months  of  2001.  And  a  recent 
follow-up  analysis  by  Gaissmaier  and  Gigerenzer*9* 
confirmed  the  proximity  effect  by  demonstrating  that 
both  driving  and  fatalities  increased  inversely  as  a 
function  of  distance  from  New  York  City. 

Perhaps  the  most  challenging  hurdle  for  ran¬ 
domized  security  strategies  is  the  potential  for  per¬ 
ceived  unfairness  by  the  public/10*  Randomization  is 


clumpy/11^  and  random  selections  for  search  will  of¬ 
ten  appear  nonrandom  to  an  individual  who  observes 
some  relatively  small  number  of  searches  while  wait¬ 
ing  in  line.  Members  of  the  public  are  likely  to  ap¬ 
ply  the  “law  of  small  numbers,’’*12*  expecting  to  see 
perfectly  even  (or  representative)  distributions  of 
searches  for  all  genders,  ages,  ethnicities,  and  nation¬ 
alities.  Such  misperceptions  of  randomness*1314*  are 
likely  to  lead  many  members  of  the  public  to  believe 
that  truly  random  search  schedules  are  in  fact  non- 
random  and  biased  toward  selection  of  individuals 
from  particular  groups.  The  tendency  to  see  patterns 
in  small  samples  may  also  be  exacerbated  by  suspi¬ 
cions  of  inequity  and  unfairness,  prior  to  any  direct 
observation  of  searches.  Individuals  observing  ran¬ 
dom  searches  may  exhibit  a  confirmation  bias*15*  that 
magnifies  the  perception  of  unfair  search  patterns  in 
short  sequences  due  to  (1)  biased  observation  seek¬ 
ing  to  confirm  hypothesized  inequities  and  (2)  biased 
interpretation  and  recollection  of  observed  searches. 

In  short,  the  perception  of  safety  can  be  as  im¬ 
portant  as  the  reality  of  safety.  Similarly,  the  per¬ 
ception  of  fairness  can  weigh  as  heavily  as  the  re¬ 
ality  of  fairness.  If  randomized  security  schedules 
are  perceived  as  inefficacious  and/or  unfair,  potential 
patrons  might  protest  their  use  and  pursue  alterna¬ 
tives  that  actually  increase  the  net  societal  risk.  The 
present  experiment  provides  a  test  of  the  relevant 
perceptions. 

2.  METHODS 

Participants  were  adult  U.S.  residents  (age 
18  years  and  older)  who  completed  an  online  survey 
posted  on  Amazon  Mechanical  Turk  (AMT).  Several 
studies  have  investigated  the  representativeness  of 
AMT  samples,  and  found  them  to  be  superior  to  typi¬ 
cal  convenience  samples  obtained  locally/16-19*  Each 
participant  received  a  nominal  payment  for  his  or  her 
effort.  After  removing  those  who  failed  a  memory- 
check  question  ( n  —  50) /20*  the  sample  consisted  of 
214  participants  (median  age  =  31  years;  IQR  =  26- 
40  years),  of  which  55%  participants  were  male. 

In  brief,  the  task  elicited  a  choice  between  two 
competing  security  search  options.  For  instance,  par¬ 
ticipants  were  told: 

Assume  that  you  must  fly  across  the  country  for  an 
important  meeting.  There  are  two  airports  that  are 
equidistant  from  your  residence.  The  airports  are  iden¬ 
tical  in  every  respect,  but  differ  only  in  the  security 
screening  procedure  they  use. 
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Airport  A  has  a  procedure  that  searches  all  passengers. 

It  will  detect  1  in  X  passengers  who  carry  contraband 
(traditional  approach ). 

Airport  B  has  a  procedure  that  randomly  searches  1  in 
X  passengers.  Of  the  passengers  selected  to  be  searched, 
it  will  detect  all  who  are  carrying  contraband  (random¬ 
ized  approach)? 

Participants  were  asked  which  option  they  would 
choose  and  rated  their  strength  of  preference  on  a 
seven-point  Likert  scale.  Note  that  the  use  of  a  forced 
choice  better  matches  decisions  people  actually  make 
when  choosing  between  two  available  options,  rather 
than  independently  evaluating  alternatives  in  the  ab¬ 
stract.  Further  note  that  frequencies  were  utilized  in 
order  to  increase  the  comprehensibility  of  the  numer¬ 
ical  information  provided  to  participants. (21,22) 

On  a  separate  screen,  participants  then  com¬ 
pared  the  two  options  along  the  following  five  dimen¬ 
sions:  overall  safety,  fairness  of  the  security  measure, 
effectiveness  of  the  security  measure,  convenience  of 
the  security  measure,  and  likelihood  to  deter  con¬ 
traband.  These  ratings  were  made  on  a  seven-point 
bipolar  scale  with  the  competing  options  on  opposite 
ends  and  a  middle  point  (=  4)  indicating  indifference. 

There  were  three  different  probabilities  of  detec¬ 
tion  (i.e.,  1/10, 1/4,  and  1/2)  in  this  repeated-measures 
design.  The  probability  of  detection  was  equivalent 
between  the  two  options  (traditional  vs.  random  ap¬ 
proach).  That  is,  the  traditional  approach  searched 
everyone  but  had  a  1  in  X  chance  of  detecting  con¬ 
traband  for  every  person,  while  the  randomized  ap¬ 
proach  searched  1  in  X  people  but  had  a  100% 
chance  of  detecting  contraband  for  those  who  are 
searched.  In  order  to  use  a  within-participants  de¬ 
sign,  we  created  two  other  security  contexts:  a  sta¬ 
dium  and  a  vehicular  checkpoint.  Each  of  the  three 
probabilities  was  paired  with  a  different  security  con¬ 
text  in  each  group,  and  each  probability  appeared  in 
a  different  position  (first,  second,  or  third)  in  each  of 
the  three  groups.  As  the  contexts  were  not  of  sub¬ 
stantive  interest,  the  ordering  and  context  pairing 
of  the  probability  conditions  was  counterbalanced, 
while  the  contexts  always  appeared  in  the  same  or¬ 
der.  For  example,  p  —  1/10  appeared  in  the  first  posi¬ 
tion  (airport)  for  group  1,  in  the  second  position  (sta¬ 
dium)  for  group  2,  and  in  the  third  position  (vehicular 
checkpoint)  for  group  3.  Participants  were  assigned 
randomly  to  one  of  three  groups.  Thus,  all  partici- 


sThe  order  in  which  the  traditional  or  random  options  appeared 
was  counterbalanced. 
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pants  experienced  three  different  contexts  and  three 
different  probabilities. 

3.  RESULTS 

Participants  were  about  evenly  split  regarding 
preference  for  the  randomized  versus  traditional  ap¬ 
proach;  slightly  more  than  half  (51.9%,  51.4%,  and 
51.9%)  of  the  participants  preferred  the  randomized 
procedure  in  the  three  conditions  (p(  detection)  = 
1/10,  1/4,  and  1/2),  respectively.  There  were  no 
significant  differences  among  the  three  conditions 
regarding  proportion  preferring  randomized  versus 
traditional  search,  and  none  of  the  proportions  were 
significantly  different  from  0.50. 

All  ratings  of  security  procedures  were  trans¬ 
formed  from  a  1  to  7  scale  to  a  -3  to  +3  scale,  with  0 
indicating  equivalence  between  the  random  and  tra¬ 
ditional  approaches.  Positive  values  indicate  a  prefer¬ 
ence  for  the  randomized  approach  and  negative  val¬ 
ues  signify  a  preference  for  the  traditional  approach. 
Mean  scores  with  95  %  confidence  intervals  (±2  SE) 
are  displayed  in  Fig.  1  for  all  five  attributes  under 
each  of  the  three  search  conditions. 

For  each  of  the  five  attributes  rated,  a  multivari¬ 
ate  analysis  of  variance  (MANOVA)  was  conducted 
for  all  three  search  conditions  to  determine  whether 
the  means  (intercept  term)  are  different  from  zero, 
indicating  a  preference  for  either  the  randomized  or 
traditional  approach.  The  traditional  approach  was 
rated  as  both  safer  and  fairer  than  the  randomized 
approach  (means  less  than  0.0),  F(3,211)  =  4.03,  p  < 
0.01,  rip 2  =  0.054  and  F(3,211)  =  27.43,  p  <  0.001, 
rip 2  =  0.281,  respectively.  Univariate  tests  indicate 
that  subjects  rated  the  traditional  approach  as  signifi¬ 
cantly  safer  in  the  p  =  1/4  condition  only,  with  no  sig¬ 
nificant  differences  from  0.0  in  either  the  p  =  1/10  or 
p  =  1/2  conditions.  Univariate  tests  indicate  that  the 
traditional  approach  was  rated  as  significantly  fairer 
in  all  three  search  conditions.  The  randomized  ap¬ 
proach  was  rated  as  more  convenient  than  the  tra¬ 
ditional  approach  (means  greater  than  0.0),  F(3,21 1 ) 
=  25.67,  p  <  0.001,  rip 2  —  0.267.  Univariate  tests  in¬ 
dicate  that  the  random  search  strategy  was  perceived 
as  more  convenient  in  all  three  conditions.  Partici¬ 
pants  rated  the  traditional  and  random  search  pro¬ 
cedures  as  nearly  equal  with  respect  to  both  effec¬ 
tiveness  (F(3,211)  <  1.0)  and  deterrence  (F(3,211)  = 
1.19,  n.s.). 

For  each  of  the  five  attributes,  a  3  x  2  x  2  mixed 
model  MANOVA  was  also  conducted  to  test  for  dif¬ 
ferences  by  search  condition  (p  =  1/10, 1/4,  and  1/2), 
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Fig.  1.  Relative  preference  for  randomized  versus  traditional  security  schedules.  Note  that  positive  values  indicate  a  preference  for  a  ran¬ 
domized  security  schedule  and  negative  values  indicate  a  preference  for  a  traditional  security  schedule. 


sex  (male  vs.  female),  and  age  (18-31  vs.  over  31). 
Subjects’  perceptions  of  the  relative  safety,  fairness, 
effectiveness,  and  deterrence  of  the  randomized  ver¬ 
sus  traditional  strategies  were  remarkably  consistent 
across  the  three  search  conditions  (p  =  1/10, 1/4,  and 
1/2).  The  search  condition’s  main  effect  for  each  of 
the  four  attributes  was  not  significant.  Furthermore, 
relative  ratings  of  safety,  fairness,  effectiveness,  and 
deterrence  did  not  differ  by  either  sex  or  age;  all  of 
the  main  effects  for  these  two  subject  variables,  and 
the  sex  by  age  interaction,  were  not  significant.  Nei¬ 
ther  sex  nor  age  served  to  moderate  the  effect  of 
search  condition  on  relative  ratings  of  safety,  fair¬ 
ness,  effectiveness,  or  deterrence;  all  interactions  in¬ 
volving  search  condition  with  sex  or  age  or  both  were 
not  significant  for  these  four  attributes. 

Participants  did  rate  the  three  search  conditions 
significantly  differently  in  terms  of  relative  conve¬ 
nience  of  the  randomized  versus  traditional  strate¬ 
gies,  F( 2,209)  =  3.127,  p  =  0.046,  r]2  =  0.029.  The 
linear  contrast  for  search  condition  was  significant, 
F(] ,  210)  =  5.701,  p  =  0.018,  r,2  =  0.026;  the  lower 
the  proportion  of  people  stopped  and  searched  in  the 
random  search  condition,  the  greater  the  advantage 
of  the  randomized  over  the  traditional  approach.  In 
addition,  the  age  by  search  condition  interaction  for 


relative  convenience  ratings  was  also  significant,  F( 2, 
209)  =  3.785,  p  =  0.024,  ilp 2  =  0.035.  Thus,  rela¬ 
tive  convenience  ratings  were  moderated  by  subjects’ 
age.  For  those  over  31,  relative  convenience  ratings 
favoring  the  randomized  strategy  declined  linearly  as 
the  probability  of  being  searched  increased  (mean 
convenience  =  1.17,  0.89,  and  0.49,  for  the  search 
conditions  p  =  1/10,  1/4,  and  1/2,  respectively).  For 
those  under  31,  relative  convenience  ratings  demon¬ 
strated  no  monotonic  relationship  with  the  probabil¬ 
ity  of  being  searched  (mean  relative  convenience  = 
0.63,  0.36,  and  0.63,  for  the  search  conditions  p  = 
1/10,  1/4,  and  1/2,  respectively).  Neither  main  effects 
for  sex  nor  age  nor  the  sex  by  age  interaction  was 
significant;  similarly,  the  sex  by  search  condition  in¬ 
teraction  was  also  not  significant. 

4.  DISCUSSION 

Traditional  search  methods  are  costly  and  ineffi¬ 
cient  compared  to  randomized  search  strategies.  At¬ 
tempts  to  provide  100%  security  for  all  targets  are 
practically  infeasible,  and  almost  certainly  result  in 
predictable  patterns  that  are  subject  to  surveillance 
by  adversaries  and  are  vulnerable  to  exploitation  by 
intelligent,  adaptive  adversaries.  Randomized  search 
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strategies  have  the  potential  to  provide  effective  se¬ 
curity  at  a  fraction  of  the  cost  of  traditional  secu¬ 
rity  methods  and  curtail  the  possibility  of  exploiting 
predictable  security  patterns.  However,  public  sup¬ 
port  for  a  search  policy  depends  heavily  on  the  per¬ 
ceived  benefits  to  public  safety.  Participants  in  this 
study  rated  randomized  security  schedules  as  less 
safe  than  the  traditional  approach  of  searching  every¬ 
one.  This  finding  implies  that — contrary  to  the  logi¬ 
cal  and  practical  advantages  of  randomized  security 
schedules — public  perceptions  of  safety  are  not  en¬ 
lightened  by  theorems  from  game  theory.  The  ortho¬ 
doxy  of  searching  everyone  is  preferred,  even  if  the 
method  is  more  cumbersome  and  theoretically  less 
safe. 

Public  equity  concerns  and  perceptions  of  fair¬ 
ness  are  also  a  clear  challenge  for  randomized  se¬ 
curity  schedules.  Some  have  argued  that  any  search 
process  that  allows  some  not  to  be  searched  is  un¬ 
fair  on  its  face.(10)  Proponents  of  randomized  secu¬ 
rity  schedules  have  argued  that  in  fact  all  are  treated 
equally,  since  all  patrons  have  the  same  probability  of 
being  selected  for  a  particular  level  of  scrutiny.  How¬ 
ever,  public  acceptance  depends  not  on  actual  fair¬ 
ness  but  rather  on  perceived  fairness,  which  was  di¬ 
rectly  addressed  in  this  study.  The  randomized  search 
strategy  was  rated  as  less  fair  than  the  traditional 
search  approach  across  all  three  probability  levels. 
One  should  note  that  the  perceived  unfairness  of 
randomized  searches  found  in  this  study  is  likely  a 
lower  bound.  The  randomized  security  schedule  was 
described  in  abstract  terms,  but  in  practice,  the  pub¬ 
lic  would  observe  the  process  of  selection  on  a  con¬ 
crete,  case-by-case  basis.  Previous  psychological  re¬ 
search  on  the  misperception  of  randomness  suggests 
that  individuals  will  see  patterns  in  even  a  perfectly 
randomized  process. (1314) 

Most  security  contexts  involve  a  tradeoff  be¬ 
tween  safety  and  convenience.  Higher  levels  of  se¬ 
curity  may  result  in  greater  safety,  but  reduced  con¬ 
venience;  similarly,  minimal  or  no  security  may  be 
very  convenient  for  the  public,  but  at  the  expense 
of  compromised  safety.  It  is  not  surprising  that  ran¬ 
domized  security  strategies  were  rated  as  more  con¬ 
venient  than  traditional  approaches,  since  some  frac¬ 
tions  (1/2,  3/4,  or  9/10)  are  allowed  to  bypass  the 
search  process.  Moreover,  the  lower  the  propor¬ 
tion  of  subjects  searched  in  the  random  process,  the 
greater  the  perceived  convenience  of  the  randomized 
strategy  compared  to  traditional  search.  Neverthe¬ 
less,  traditional  security  schedules  were  rated  as  safer 
than  randomized  schedules. 
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Historical  data  and  systematic  test  procedures 
can  be  used  to  compare  randomized  and  traditional 
approaches  in  terms  of  probability  of  detection. 
However,  these  comparisons  do  not  capture  the  de¬ 
terrence  value  of  one  search  strategy  versus  another. 
One  of  the  biggest  challenges  for  evaluating  search 
strategies  is  to  estimate  how  many  attacks  were  not 
attempted  due  to  the  security  methods  employed. 
This  is  a  familiar  problem  associated  with  all  counter- 
factuals:  How  do  we  know  how  many  attacks  would 
have  been  attempted  had  there  been  a  different  se¬ 
curity  method  in  place,  or  no  security?  Although 
deterrence  is  an  important  attribute  for  setting  secu¬ 
rity  policy,  it  is  notoriously  difficult  to  estimate  ac¬ 
curately.  Our  participants  rated  both  the  traditional 
and  randomized  search  strategies  equivalent  in  de¬ 
terrence  value,  even  among  the  three  probability 
conditions.  Similarly,  the  effectiveness  of  the  tradi¬ 
tional  and  randomized  search  procedures  was  equiv¬ 
alent  across  all  three  probability  conditions. 

There  were  substantive  differences  between  the 
traditional  and  random  search  procedures  on  the  di¬ 
mensions  of  safety,  fairness,  and  convenience.  Surely, 
an  enlightened  public  policy  would  take  into  account 
how  the  public  weights  these  different  factors.  For 
instance,  how  much  convenience  would  the  public 
trade  off  for  an  increase  in  fairness  or  even  safety? 
Nevertheless,  the  fact  that  respondents  were  evenly 
divided  (51%  vs.  49%)  in  preference  for  the  random¬ 
ized  versus  traditional  security  suggests  that,  on  aver¬ 
age,  no  single  factor  was  sufficiently  salient  to  affect 
preferences.  In  reality,  there  is  likely  to  be  a  great 
deal  of  heterogeneity  among  the  public  regarding  its 
weighting  of  the  various  factors.  Some  might  con¬ 
sider  fairness  paramount  whereas  for  others  safety 
might  predominate.  The  results  imply  that  when  con¬ 
sidering  security  policy,  policymakers  should  attempt 
to  strike  a  balance  that  does  not  inordinately  favor 
any  particular  attribute. 

This  is  the  first  experimental  study  to  exam¬ 
ine  the  public’s  perceptions  of  security  schedules. 
Any  preliminary  inquiry  is  bound  to  have  limita¬ 
tions.  There  is  more  research  to  be  done  on  this 
issue,  such  as  examining  individual  differences  and 
different  contexts  in  which  security  measures  are 
deployed.  We  note  that  the  randomized  search  ap¬ 
proach  utilized  in  this  experiment  is  not  exactly  the 
same  as  that  which  is  currently  utilized  at  LAX.  The 
deployed  ARMOR  software  randomizes  security  for 
different  terminals  and  entry  points  into  LAX.14 In¬ 
dividual  passengers  are  all  required  to  subject  to  indi¬ 
vidual  screening.  The  randomized  security  procedure 
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applied  in  this  study  is  applied  for  individuals  en¬ 
tering  an  airport,  stadium  venue,  or  passing  through 
a  highway  checkpoint.  Traditional  search  methods 
now  require  searching  every  single  person  entering 
the  airport,  venue,  or  checkpoint.  The  randomized 
strategy  we  employ  is  akin  to  the  procedure  Trans¬ 
portation  Security  Administration  (TSA)  employs  at 
airports  to  search  carry-on  bags  by  hand  for  a  ran¬ 
dom  sample  of  passengers;  each  passenger  has  an 
equal  chance  of  being  selected.  We  emphasize  that 
the  results  should  be  accepted  cautiously  until  repli¬ 
cated  with  different  stimuli  and  different  samples  of 
participants.  These  caveats  notwithstanding,  we  sug¬ 
gest  that  any  debate  about  public  policy  for  secu¬ 
rity  search  strategies  should  take  into  account  public 
perceptions. 
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